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Setup

* You manage an IT network that enables connectivity
between network devices,

 These devices have some value to your organization
(otherwise why bother protecting them?)

e The devices will have some set of vulnerabilities

 There is some potential for loss, due to negligence,
malicious or accidental activity (threat sources)
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Setup (2)

 There will be some set of countermeasures that reduce
the likelihood or degree of loss,

 They have some measure of effectiveness (either
because of technical or management limitations)

 And they come at a cost
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Modeling

If we're going to model risk, what components will we need?

* Network topology (describe how devices connect to one
another)

 Vulnerabilities of those devices
» Asset value

 Threat origin (location of attacker — remember, risk is
contextual)
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Familiar Risk Equations

Risk = threat * asset value * vulnerability severity
= threat * (asset value * vulnerability severity)
= threat * business impact

« Asset value : the value (in some measure) that the
organization places on an IT asset

* Vulnerability : an exposure or weakness of an asset

« Threat: likelihood or frequency of a harmful event
occurring. (recall: threat source, action, conseguence)

* Risk: damage caused when a threat exploits a
vulnerability

 \What about countermeasures?
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Skybox

« Skybox is an analysis engine that gathers:
— Network topology
— Routing rules
— Vulnerability data

« But still requires customer input for:
— Asset value
— Asset dependencies
— Threat sources
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Skybox (2)

 What this creates is a single picture of the threats to an

organization, it's vulnerability landscape and the value of
the affected assets.

« With all this information, you can now ask the following:
— which assets are most at risk?
— which vulnerabilities pose the biggest risk?
— which threat sources pose the biggest risk?

e Let’s look inside!
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ir:skybox ¥iew - Live Model = IDI_EI

File: Edit Wiew Insert Tasks Access Tools Help
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skylox'

a2l & Public Analyses
& l N _ N I
=k Risks An analysis is a query about a specific type of entity in the ISM. Al entities which

Business Assets by Risk meet the citeria specified in the analysis are listed in the Table pane.
Yulnerabilties - High Risk The Analyses tree enables you to view and manage the default analyses, as wel as

@1 Vunerabiity Types - High Risk new analyses that you create,
6‘; Threat Crigins by Risk

§ 5 Attacks - High Risk

fm Business Units by Risk
@ Business Impacts by Risk,

Mote: Users without Administrator status can use the default analyses, but they
cannot change anything in the Public Analyses folder. All users can use the Private
Analyses folder to create and manage new analyses,

B, Requistions by Risk This folder contains analyses relating to risk: for =

:F‘ Viler abiliies various entities. The analyses in this folder enable

F‘ e s @ Risls you to focus on high risk: elements and to identify

& Wrea S 2 the vulnerabilities which are most in need of
O arms B
e remediation.
-8 Private Analyses

This folder contains vulnerability analyses sorted by
@ Yulnerabilities various criteria, such as exposure and operating

system,

This folder contains analyses relating to attacks. (&n
attack is the path from the Threat Crigin - potential
attacker - to Assets and critical hosts. ) The analyses
inn this folder enable you to focus on attacks from
each Threat Origin Category which generate the
highest risk;, so that these attacks can be blocked.

Threats and Attacks

This folder contains worm threat and worm

Worms o ;
dictionary analyses.

&

[

i-[_g Mo running tasks [User: skyboxview {Server: localhost: 8443

Just a java, client-
server application

Note: it can’t model
what it doesn’t know
about. E.g. social
engineering and policy
risks

It doesn’t model
people, operational risk
(Dr. Butler)
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Here’'s the network
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Business Assets

ir:Skybox Yiew - Live Model

File: Edit  Migw

Insert Tasks Access Tools Asset Help

=10l %]

Mew"’|¢-=€2-|&ﬁ

S| b b -

[ Metwork Map 28 Access Analyzer  [R] Attack Explorer | -
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skylox'

ElE 2|=|

@& |
L organization
I:] f@ Business Linits & Assets
E % Asia-Pac Operations
D %} Europe Operations
mif-inance Db
e Finance Servers
- London
i & map Paris
=t %; IS Headguarters
I: % Locations & Metworks
|: B5a Zones
I: Hast Groups
- [ All Hosts
Ii &5 All Network Devices
------ & Yulner abilities
I: ﬁ Threat Origin Categories
? ----- LEv! Dependency Rules
- % Madel Analyses

Finance DB Hosts

Hasts | @ Metwaork Map I

Marne Primary [P Address 05 015 Mersion

Ell finance db 0 [192.170,27.22 AT 5.2 a
Eﬂ finance_db_1 192,170.27.23 AT 3.2

Fl finance_db_z  [192.170,27.24 AT 3.2

[l finance_db_3  |192.170.27.25 Ay 3.2

Fl finance_db_ 4 |192.170.27.26 ALy 5.2

Fl finance db 5 [192.170.27.27 ALY 5.2 <
(= T P T Y e .
EIIZI Hiosts

Host: finance_db_0 [192.170.27.22] Ly
B3 Routing Rules | # Yulnerabilities | % attacks | [ Tickets
Genetal Services AL Riles | ¥ P RoleiGroups |
Marme Type Yendor Ports Yersion Skakus

i AL (Unix ... |05 1EM 3.2 Up

@ FTP (Ftp) Femote (FEneric 21TCF 3.2 p

@ 115 (hkkp) Remote Microsaft 20/ TCF Up

iR Oracledi A, [Remcte Oracle 443/TCP 1.0.2 Up

@ DBZ (ibr-d... [Remate [EM 523/ TCP p

@ ssh (=5h) Remake EQEMEric Z2ITCP |Up

G Services

[ET Mo running tasks [User: skyboxyiew Eerver: localhost: 5443

Asset, network and
vulnerability data have
been gathered

Assets have been
logically grouped
according to business
function
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For each business asset we can define the following:

[r:Finance DB Properties X Z1:Finance DB Properties X

Properties Business Impacts Regulatinns' F‘ru:upertiesl Business Impacts Regulations

Pame Damage Loss Type Marme Damage Loss Type
v |Ef Mission Critical Wery High - - A 7 | # GLBA - Privacy Rule Medium C - -
[+ |EZ Financial Informatia. ., Yery High cI- I |8 sox- 404 High - I
[T |ED Business Informatia.. . Medium cI- ¥ ﬁ S0 - 409 Medium CI A
" |EZ Employee Records High CI- [~ |8 cnsEi3se Wery High cI-
[T |EZD High Awvailability High - - & [~ |# GLea High CI-
[T |ED Medium Availability Mediurm - - & [ | # sLBA - Safeguards .. High cI-
[~ |ED personal Financial R... High CI- [ | HiPas High CI-
[T |EZ Personal Health Rec. .. Mediurn CI- [~ |8 so%-302 High SR

aktach | Change Damaage Yalue, ., | Mew. .. | Abtach | Chanae Damage Yalue. ., | = |
0] 4 I Cancel | Help | | ]34 I Cancel | Help |
Loss type in terms of CIA Regulatory requirement
[Er:Damage: x|
 Fonetary ($F |
e Dollar or
* Level Yery High =
degree of loss
(0.4 I Cancel |
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Known vulnerability data are imported from a scanner

ir: Skybox Yiew - Live Model ' i =]

File Edit Wiew Insert Tasks pccess Tools  Yulnerabilty  Help

Neww | <= <> | B 6B & | b B K-
| skymox
m Netwark Map EE ficcess Analvzer TR Attack Explorer | - Eﬁ = | o | l'—""e vI ey
. |8 2|=|&| Vulnerabilities
Bl grganization Yulnerabilities I @ Metwork Map |
[+ % Business Lnits & Assets ' Title Hiost
o i - - . |
E ey I;Eatlﬂns B Hetuorks ] in NFS mounkd Al b A dmz_dnsl [ ﬂ
S
@ .. HDDZtETErDu s . Buffer Orverflow in MFS mountd Allows Rook Access dmz_dns0 [192. 1.'-"IZI_._3_3.32]
i All Hosts R _. Buffer Overflow in MFS mountd Allows ook Access noclnix1d [192,170,22.20]
[:L 2l Mebwark Devices _. Buffer Owverflow in MFS mountd Allows Rook Access noclnixl 7 [192,170,22,19]
______ @ wlner shilitice _. Buffer Overflow in MFS mountd Allows Root Access InocUnix 16 [1_92. 170.22.18]
[_ “ Threat Origin Categaries B Buffer Overflow in NFS mountd Allows Rook Access Inoclnix15 [192,170,22,.17] LI
..o Dependenicy Rules {1,007 Yulner abilities
Lﬂ Model Analyses e - 4 =
% Vulnerability : Buffer Overflow in NFS mountd Allows Root Access =,
General | Host | 16 Service | & Tickets | & Risk Profile |

Title: IBuFFer Cverflow i SBY Catalog ID: !SB\I‘-L‘IDSSB CVE Catalog 10: |C'\-'E-1999-EIDEI2

Drescription: uffer averflow in NFS mounkd gives rook access ba remote attackers, mostly in LinusUnix
wsbems,

Hosk: m Exposure: Inaccessible Has Tickets: |Nu:|—
SErvice: m Comrnaralty W Severity ﬁical_
Skakus: W Dretection Refiability: MI_

Imposed Risk: |$ 71K Stakus Explanation: F;.llnerability was Found by a scanmer or by Early

arning Analysis
Discovery Method: INESSLIS

IE Mo running tasks EUser: skybioxview rSErver: localhost: 3443

Carnegie Mellon
st | Heinz School



CarnegieMellon

Vulnerability Detalls

[Ir:¥ulnerability Properties X

—Mulnerability Properties

SBY Catalog ID | Title: [SBY-00894: [MS02-056] Micrasoft SOL Server Use _| ﬂ Notice the CVE |D
]

Service: ISQL Server (ms. .. ;I Cu:-mmu:unality:lHigh

CYE CatalogID:  |CYE-2002-1123 Severity: mé SeVerlty, and Commona“ty
Detection Reliability: IN:::rmaI vI _| Skatus: Im éll

Exposure: IIru:Iireu:I:

Status Explanation: u

Linerability was found by a scanner or by Early Warning
nalysis

De=scription:

Buffer overflow in the authentication Function For Microsoft QL Server 2000 and
Microsoft Deskiop Engine (MSDE) 2000 allows remate atkackers ko execute
arbitrary code via a long request to TCP port 1433, aka the "Hello" overflow,

User Camments:

]34 I Cance| | Help |
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Now we define Threat Origins (sources of attack)
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Threat Origin Detalls

We define each
Threat Origin by their
location, skill, and
likelihood to attack
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Let's Recap

By this point we’ve done the following:

* Imported network topology, routing and host information

» Logically grouped assets by business function and assigned
them a value

» Imported vulnerability details for each host on the network
» Defined appropriate threat sources

Now, we need to bring this all together to see wher e the
greatest risks lie.
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Business Assets by Risk

This is a prioritized
view of the assets
most at risk
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Business Assets by Risk (2)

Maybe you'd like to
see risk in terms of
dollars!
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Attack Explorer

Okay, we’ve identified
the risk, now, let’'s see
what's causing it.

Notice 5 vulnerabilities
affecting the Finance
DBs
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Attack Explorer

Suppose we fix these
5 vulnerabilities.
What is the effect?

Let's save this
configuration and
recalculate risk.



CarnegieMellon

Updated Business Risk

Notice the risk to
the Finance DBs
has been greatly
eliminated!

$1.7M has been
mitigated by fixing
5 vulnerabilities.
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Risk Calculation

So how is all this calculated? Loosely, it's as follows:
Total risk to an asset =  (risk from single attack)

Risk from a single attack = f (
number of attack steps in attack path,
difficulty in exploiting vuln,
skill of attacker,
commonness of the vuln,
Impact
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Risk Views
You can view risk by:

» Business Asset , or (BU): which
asset groups are at the greatest
risk?

» Vulnerability : which vuln could
cause the most damage”?

» Threat Origin : which is the
greatest threat?

* Reqgulatory : how compliant is my
network?
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Skybox Overview

Skybox is an incredibly sophisticated risk analysis engine

— Able to analyze an immense amount of data and provide very
specific remediation options (powerful for larger networks)

— This complexity can also be a liability
* Inputs are: vulnerability data, network connectivity

* Requires customer configuration for: Logical asset grouping,
asset value, threat origin, asset dependencies

* Quantifies Risk in dollar terms

— answers the unrelenting questions of “What’s the Risk now?” and
“What's my residual risk after | fix X, Y Z vulnerabilities?”

« Provides regulatory compliance reporting
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Comparison with other Risk Analysis Tools

Only recognizes IT vulnerabilities
— Cannot address policy, human or organizational weaknesses

» Skybox is not a tool for calculating ROI of security controls

 Countermeasures are implicitly considered
— Cannot model on antivirus, change management, backup controls
— Versus explicitly listed in LBNL

 Threat consequences are implicitly defined by the vulnerability
(full compromise, dos, etc)

— Versus explicitly defined as in LBNL, Secure Insight
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