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Setup

• You manage an IT network that enables connectivity 
between network devices,

• These devices have some value to your organization 
(otherwise why bother protecting them?)

• The devices will have some set of vulnerabilities 

• There is some potential for loss, due to negligence, 
malicious or accidental activity (threat sources) 



Setup (2)

• There will be some set of countermeasures that reduce 
the likelihood or degree of loss, 

• They have some measure of effectiveness (either 
because of technical or management limitations)

• And they come at a cost



Modeling

If we’re going to model risk, what components will we need? 

• Network topology (describe how devices connect to one 
another)

• Vulnerabilities of those devices

• Asset value

• Threat origin (location of attacker – remember, risk is 
contextual)



Familiar Risk Equations

Risk = threat * asset value * vulnerability severity
= threat * (asset value * vulnerability severity)
= threat * business impact 

• Asset value : the value (in some measure) that the 
organization places on an IT asset

• Vulnerability : an exposure or weakness of an asset

• Threat : likelihood or frequency of a harmful event 
occurring. (recall: threat source, action, consequence)

• Risk : damage caused when a threat exploits a 
vulnerability 

• What about countermeasures?



Skybox

• Skybox is an analysis engine that gathers:
– Network topology
– Routing rules
– Vulnerability data

• But still requires customer input for:
– Asset value
– Asset dependencies
– Threat sources



Skybox (2)

• What this creates is a single picture of the threats to an 
organization, it's vulnerability landscape and the value of 
the affected assets. 

• With all this information, you can now ask the following:
– which assets are most at risk? 
– which vulnerabilities pose the biggest risk?
– which threat sources pose the biggest risk?

• Let’s look inside!



Just a java, client-
server application

Note: it can’t model 
what it doesn’t know 
about. E.g. social 
engineering and policy 
risks

It doesn’t model 
people, operational risk 
(Dr. Butler)

Skybox



Here’s the network



Asset, network and 
vulnerability data have 
been gathered

Assets have been 
logically grouped 
according to business 
function

Business Assets



Regulatory requirementLoss type in terms of CIA

For each business asset we can define the following:

Dollar or 
degree of loss



Known vulnerability data are imported from a scanner



Vulnerability Details

Notice the CVE ID, 
severity, and commonality



Now we define Threat Origins (sources of attack)



Threat Origin Details

We define each 
Threat Origin by their 
location, skill, and 
likelihood to attack



Let’s Recap

By this point we’ve done the following:

• Imported network topology, routing and host information
• Logically grouped assets by business function and assigned 

them a value
• Imported vulnerability details for each host on the network
• Defined appropriate threat sources

Now, we need to bring this all together to see wher e the 
greatest risks lie.



Business Assets by Risk

This is a prioritized 
view of the assets 
most at risk



Maybe you’d like to 
see risk in terms of 
dollars!

Business Assets by Risk (2)



Attack Explorer

Okay, we’ve identified 
the risk, now, let’s see 
what’s causing it. 

Notice 5 vulnerabilities 
affecting the Finance 
DBs



Attack Explorer

Suppose we fix these 
5 vulnerabilities. 
What is the effect?

Let’s save this 
configuration and 
recalculate risk.



Notice the risk to 
the Finance DBs
has been greatly 
eliminated!

$1.7M has been 
mitigated by fixing 
5 vulnerabilities.

Updated Business Risk



Risk Calculation

So how is all this calculated? Loosely, it’s as follows:

Total risk to an asset = � (risk from single attack)

Risk from a single attack = f (
number of attack steps in attack path, 
difficulty in exploiting vuln, 
skill of attacker, 
commonness of the vuln, 
impact 

)



Risk Views

You can view risk by:

• Business Asset , or (BU): which 
asset groups are at the greatest 
risk?

• Vulnerability : which vuln could 
cause the most damage?

• Threat Origin : which is the 
greatest threat?

• Regulatory : how compliant is my 
network?



Skybox Overview
Skybox is an incredibly sophisticated risk analysis engine 

– Able to analyze an immense amount of data and provide very 
specific remediation options (powerful for larger networks) 

– This complexity can also be a liability

• Inputs are: vulnerability data, network connectivity

• Requires customer configuration for: Logical asset grouping, 
asset value, threat origin, asset dependencies

• Quantifies Risk in dollar terms 
– answers the unrelenting questions of “What’s the Risk now?” and 

“What’s my residual risk after I fix X, Y Z vulnerabilities?”

• Provides regulatory compliance reporting



Comparison with other Risk Analysis Tools

• Only recognizes IT vulnerabilities 
– Cannot address policy, human or organizational weaknesses

• Skybox is not a tool for calculating ROI of security controls

• Countermeasures are implicitly considered
– Cannot model on antivirus, change management, backup controls

– Versus explicitly listed in LBNL

• Threat consequences are implicitly defined by the vulnerability 
(full compromise, dos, etc)
– Versus explicitly defined as in LBNL, Secure Insight
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