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whoami?

• Over 10 years experience in information security – eBay, 
Morgan Stanley

• Published works on vulnerability management, security patterns

• Co-developer of CVSS

• Now a PhD student in the Heinz College, CMU

• Measuring and modeling security and privacy laws

• Current research: Do Data Breach Disclosure Laws Reduce 
Identity theft? (Romanosky, Telang, Acquisti, 2008)
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CVSS is:

• An open framework for communicating the characteristics of IT 
vulnerabilities

• First and foremost a severity rating tool
• Can also be used to assess a vulnerability’s risk 

• Consists of 3 metric groups: 
� Base: fundamental characteristics of a vulnerability 

� Temporal: reflect properties of a vulnerability that change over time

� Environmental: reflect properties of a vulnerability that change by 
user environment

• Formulas weight these metrics to produce a score (0-10), and a 
vector (a textual representation of the values used to score the 
vuln)
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CVSS is not:

• A threat rating system. e.g DHS colors, SANS Internet Storm Center

• A vulnerability database. e.g. bugtraq, OSVDB

• Security classification or identification system. e.g. CVE, CPE, CCE

• Risk Management framework. e.g. NIST SP800-30, Octave, FRAP
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Brief History

• July 2003: National Infrastructure Advisory Council (NIAC) 
commissioned a project to address the problem of multiple, 
incompatible IT vuln scoring systems. 

• Oct 2004: CVSS v1.0 accepted by DHS

• Feb 2005: Revealed publicly for the first time at RSA 

• Oct 2005: FIRST acquired custodial care (CVSS-SIG)

• Jun 2007: CVSS v2.0 released 

• Jul 2007: CVSS becomes requirement for PCI compliance

• Nov 2007: NIST incorporates CVSS as part of S-CAP project
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Base Metric Group

• AV: location where the exploit can 
be launched [remote, adjacent, local]

• AC: degree of sophistication 
required to exploit the vuln
[low, medium, high]

• Au: number of times an attacker 
needs to authenticate [none, one, 
many]

• C, I A impacts: measure the 
degree of impact to the system 
[complete, partial, none]
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Temporal Metric Group

• E: current availability of exploit 
code [high, functional, proof-of-concept, 
unproven]

• RL: measures the degree of 
remediation available [unavailable, 
workaround, temp fix, patch]

• RC: degree of certainty of the 
existence of the vulnerability 
[confirmed, uncorroborated, unconfirmed]
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Environmental Metric Group

• CDP: measures the degree of 
physical or economic loss [high, 
medium-high, low-medium, low, none]

• TD: proportion of affected 
machines [high, medium, low, none]

• CR, IR, AR: measures the 
importance an organization 
places on the affected asset 
[high, medium, low]
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CVSS Scoring

Metrics combine with equations to produce a score and a vector 

InfoVis Suggestions?
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How did we create the equations? 

• Since there is no ‘true’ score, we can only rely on expert judgment

• Score each combination using a lookup table? 
– Need to define scores for all 702 possible vectors – not realistic

• Instead, separate 6 base metrics into 2 sub-groups (impact and 
exploitability)

• Define rules to help prioritize outcomes

• Score sub-groups, validate with SIG

• Generate equations to best approximate scores (kudos to NIST 
statisticians)
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Examples of Rules 

• Rule 2: AccessComplexity: (High – Medium) >  (Medium – Low) 
– AC:L allows users to perform exploit at will, but AC:H requires a great deal 

of sophistication. AC:M is more similar to AC:L, but may just affect more 
hosts. [high: 0.35, medium: 0.61, low: 0.71]

• Rule 4: ‘2 Complete’ > ‘3 Partials’
– 2 ‘Complete’ violations can lead to full compromise of the system, whereas 

‘partials’ limit attacker to user-level access

• What do you think the order of C,I,A should be?
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The Base Equation

BaseScore = ((0.6*Impact) + (0.4*Exploitability) – 1. 5

• Impact = 10.41 * (1-(1-ConfImpact) * (1-IntegImpac t) * (1-

AvailImpact)) 

• Exploitability = 20 * AccessVector * AccessComplexi ty
*Authentication 

• Access Vector = [local: 0.395, adjacent: 0.646, re mote: 1.0]

• Access Complexity = [high: 0.35, medium: 0.61, low : 0.71]

• Authentication = [multiple: 0.45,  single: 0.56, n one: 0.704]

• C,I,A Impact = [none: 0.0 partial: 0.275 complete:  0.660]
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CVE-2002-0392
Apache chunked encoding memory corruption

Base Metrics

Base Formula
• Impact = 10.41*(1-(1)*(1)*(0.34)) = 6.9 

• Exploitability = 20*0.71*0.704*1 = 10.0 f(Impact) = 1.176 

• BaseScore = (0.6*6.9 + 0.4*10.0 – 1.5)*1.176 = (7.8)

Base Vector
• AV:N/AC:L/Au:N/C:N/I:N/A:C

• Confidentiality Impact [None] (0.00) 

• Integrity Impact [None] (0.00) 

• Availability Impact [Complete] (0.66) 

• Access Vector [Network] (1.00) 

• Access Complexity [Low] (0.71) 

• Authentication [None] (0.704) 
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So who is using CVSS?

• Application vendors 
– Communicate scores through patch releases (Cisco, Oracle, Skype, etc)

• Vulnerability scanning and compliance tools 
– Scan hosts and report all vulnerabilities to end users (Qualys, nCircle, 

Tenable)

• Risk Assessment products 
– Integrate vulnerability data with network/firewall configs to show real-time 

attack vectors (Redseal, Skybox)

• Security bulletins
– Public vulnerability data (NIST NVD, IBM X-Force, Symantec)

• Academics 
– Use CVSS for statistical analysis in CS and social science research

– e.g. proportion of high/med/low vulns over time, by vendor
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But wait…

• Payment Card Industry Data Security Standard (PCI/DSS)
– All firms processing credit cards need to comply with PCI, in part, by 

running vulnerability scans 

– CVSS is used as measure of IT compliance (no score over 4.0)

• NIST Security Content Automation Protocols (S-CAP)
– a suite of initiatives that standardize the content and format of IT security 

information

– allows automated vulnerability management, measurement, and compliance 
checking 

– OMB memo M-08-22 requires all federal agencies to use S-CAP tools 

– reflects the monopsony power of a government consumer 
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Security Content Automation Protocol (SCAP)

Standard for measuring the impact 
of vulnerabilities

Standard XML for test procedures

Standard XML for specifying 
checklists and for reporting results 
of checklist evaluation

Standard nomenclature and 
dictionary for product naming

Standard nomenclature and 
dictionary of software 
misconfigurations

Standard nomenclature and 
dictionary of security related 
software flaws

CVSS

OVAL

XCCDF

CPE

CCE

CVE

Common Vulnerability 
Scoring System

Open Vulnerability and 
Assessment Language

eXtensible Checklist 
Configuration 
Description Format

Common Platform 
Enumeration

Common Configuration 
Enumeration

Common Vulnerability 
Enumeration

Courtesy of Peter Mell, NIST
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Final Thoughts

• CVSS offers: transparency (unbiased scoring), prioritization of 
response, one measure of risk  

• Yes, this is an imperfect measure. But as a metric, does it 
matter?

• Base score has emerged as most useful component. i.e. CVSS 
seems to mostly be used to measure severity, not risk

• NVD has become authoritative source for CVSS scores
• Adoption by PCI and NIST means we now need to be very 

cautious when making any changes
• That being said, temporal and environmental metrics need work
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Related Links

• CVSS: www.first.org/cvss

• PCI: www.pcisecuritystandards.org

• NIST S-CAP: nvd.nist.gov/scap.cfm

• NIST NVD: nist.gov/nvd

• NIST IR: csrc.nist.gov/publications/nistir/ir7435/NISTIR-7435.pdf

• OMB S-CAP directive: 
www.whitehouse.gov/omb/memoranda/fy2008/m08-22.pdf 
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