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whoami?

 Over 10 years experience in information security — eBay,
Morgan Stanley

» Published works on vulnerability management, security patterns
 Co-developer of CVSS

 Now a PhD student in the Heinz College, CMU
 Measuring and modeling security and privacy laws

e Current research: Do Data Breach Disclosure Laws Reduce
ldentity theft? (Romanosky, Telang, Acquisti, 2008)
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CVSS is:

An open framework for communicating the characteristics of IT
vulnerabilities

First and foremost a severity rating tool
Can also be used to assess a vulnerability’s risk

Consists of 3 metric groups:
Base: fundamental characteristics of a vulnerability
Temporal: reflect properties of a vulnerability that change over time

Environmental: reflect properties of a vulnerability that change by
user environment

Formulas weight these metrics to produce a score (0-10), and a
vector (a textual representation of the values used to score the
vuln)
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CVSS is not:

« A threat rating system. e.g DHS colors, SANS Internet Storm Center
* A vulnerability database. e.g. bugtrag, OSVDB
» Security classification or identification system. e.g. CVE, CPE, CCE

 Risk Management framework. e.g. NIST SP800-30, Octave, FRAP
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Brief History

 July 2003: National Infrastructure Advisory Council (NIAC)
commissioned a project to address the problem of multiple,
iIncompatible IT vuln scoring systems.

* Oct 2004: CVSS v1.0 accepted by DHS

* Feb 2005: Revealed publicly for the first time at RSA

» Oct 2005: FIRST acquired custodial care (CVSS-SIG)

e Jun 2007: CVSS v2.0 released

* Jul 2007: CVSS becomes requirement for PCI compliance

* Nov 2007: NIST incorporates CVSS as part of S-CAP project
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Base Metric Group

/
Base

Metric Group

( Access Vector ) ( Confidentiality )
Impact
i Integrity

Qccess ComplemtD C — )

<

(AUthentication) ( Availability )
Impact
/

AV: location where the exploit can
be launched [remote, adjacent, local]

AC: degree of sophistication

required to exploit the vuln
[low, medium, high]

Au: number of times an attacker

needs to authenticate [none, one,
many]

C, | A impacts: measure the

degree of impact to the system
[complete, partial, none]
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Temporal Metric Group

E R

- -

N

E: current availability of exploit

code [high, functional, proof-of-concept,
unproven]

RL: measures the degree of

remediation available [unavailable,
workaround, temp fix, patch]

RC: degree of certainty of the

existence of the vulnerability
[confirmed, uncorroborated, unconfirmed]
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Environmental Metric Group

a

Environmental

Metric Group

C

Potential

ollateral Damage) C Confidentiality

Requirement

)

(

Target

Integrity
Distribution Requirement

)

Availability
Requirement

)

/

CDP: measures the degree of

physical or economic loss [high,
medium-high, low-medium, low, none]

TD: proportion of affected
machines [high, medium, low, none]

CR, IR, AR: measures the
Importance an organization

places on the affected asset
[high, medium, low]
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CVSS Scoring

Metrics combine with equations to produce a score and a vector

| S =) ﬂo =

U g g Score Vector

g \ CVSS
f(AV, AC, Au, C, |, A) f(E, RL, RC) f(CDP, TD, CR, IR, AR) |
I |
I I
| |
| Temporal Environmental }
Base Metrics | Metrics Metrics |
‘\ Optional j

InfoVis Suggestions?
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How did we create the equations?

Since there is no ‘true’ score, we can only rely on expert judgment

Score each combination using a lookup table?

— Need to define scores for all 702 possible vectors — not realistic

Instead, separate 6 base metrics into 2 sub-groups (impact and
exploitability)

Define rules to help prioritize outcomes

Score sub-groups, validate with SIG

Generate equations to best approximate scores (kudos to NIST
statisticians)
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Examples of Rules

* Rule 2: AccessComplexity: (High — Medium) > (Medium — Low)
— AC:L allows users to perform exploit at will, but AC:H requires a great deal

of sophistication. AC:M is more similar to AC:L, but may just affect more
hosts. [high: 0.35, medium: 0.61, low: 0.71]

* Rule 4: ‘2 Complete’ > ‘3 Partials’

— 2 ‘Complete’ violations can lead to full compromise of the system, whereas
‘partials’ limit attacker to user-level access

 What do you think the order of C,I,A should be?
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The Base Equation

BaseScore = ((0.6*Impact) + (0.4*Exploitability) — 1. 5
 Impact =10.41 * (1-(1-Conflmpact) * (1-Integimpac t) * (1-
Availlmpact))

« Exploitability = 20 * AccessVector * AccessComplexi ty
*Authentication

» Access Vector = [local: 0.395, adjacent: 0.646, re mote: 1.0]
» Access Complexity = [high: 0.35, medium: 0.61, low . 0.71]
* Authentication = [multiple: 0.45, single: 0.56, n one: 0.704]
 C,ILA Impact = [none: 0.0 partial: 0.275 complete: 0.660]
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CVE-2002-0392

Apache chunked encoding memory corruption

Base Metrics

» Access Vector [Network] (1.00) » Confidentiality Impact [None] (0.00)
» Access Complexity [Low] (0.71) * Integrity Impact [None] (0.00)
» Authentication [None] (0.704) » Availability Impact [Complete] (0.66)

Base Formula

« Impact = 10.41*(1-(1)*(1)*(0.34)) = 6.9

«  Exploitability = 20*0.71*0.704*1 = 10.0 f(Impact) = 1.176
« BaseScore = (0.6*6.9 + 0.4*10.0 — 1.5)*1.176 = (7.8)

Base Vector
e AV:N/AC:L/AuU:N/C:N/I:N/A:C
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So who is using CVSS?

» Application vendors
— Communicate scores through patch releases (Cisco, Oracle, Skype, etc)

* Vulnerability scanning and compliance tools

— Scan hosts and report all vulnerabilities to end users (Qualys, nCircle,
Tenable)

* Risk Assessment products

— Integrate vulnerability data with network/firewall configs to show real-time
attack vectors (Redseal, Skybox)

e Security bulletins
— Public vulnerability data (NIST NVD, IBM X-Force, Symantec)
« Academics

— Use CVSS for statistical analysis in CS and social science research
— e.g. proportion of high/med/low vulns over time, by vendor
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Home |ISAP/SCAP

NIST

Hational Institute of
Standards and Technaology

Sponsored by

DHS National Cyber Security Di\rlsiun.“UE-c_EFﬁ : ﬁ : |

National VVulne

automating vulnerability managem

lity Database

ity measurement, and compliance checking

¥ulnerabilities | Checklists Data Feeds Statistics

.|ﬁ.hout- |Cunt;:n:‘t |'||'en'du'|‘~ Cur:nmEnts

.Prnduct Dictionary |
|5Cﬂ.P Yalidated Tools |5C.F|P'Events

Impact Metrics

CVSS Version 2 Scoring Page (CVE-2002-0392)

This page shows the components of the CVSS score for CYE-2002-0392 and allows you to refine the CY¥5S5 base scaore,
Flease read the CVWSS standards guide to fully understand how to score CV5SS wulnerabilities and to interpret CWSS

SCores,

Update Scares Reset Scores Yiew Eguations

C¥S55 Base Score b
Impact Subscore 6.4
Exzploitability Subscore 10

C¥5S Temporal Score Undefired
C¥SS Environmental Score  Undefined

Overall C¥SS Score 7.5

Base Score Metrics

Exploitability Metrics

hoocessiector | Metwork =

sccessComplesity

Authentication

Impact Metrics

Conflmpact Partial -
IF'aniaI "i
IF'artiaI "I

[Low
INune j

Integlmpact

dvaillmpact
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Environmental Score Metrics

General Modifiers

CollateralDamagePotential |Nnt Defined _v_i

|Nnt Defined ;]

TargetDistribution

Impact Subscore Modifiers

ConfidentialityRequirement

|Nnt Defined 'i
INDt Defined 'i
INDt Defined 'I

IntegrityRequirement

ayailabilityRequirement

Temporal Score Metrics

Explaitability [Mot Defined =

iNot Defined v|
INDt Defined 'i

RemediationLevel

ReportConfidence

C¥SS v2 Vector

This CY¥5S wector displays in a concise format the base
metrics that make up the CVSS scare.
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Oracle Security Alert for CVE-2008-3257

Description

This Security Alert addresses the security issue CWE-2008-3257, a vulnerability in the Apache Connector compaonent {mod_weblogic) of the Cracle
Weblogic Server farmerly BEA WebLogic Server). This vulnerahbility may be remately exploitable without authentication, i.e. it may be exploited ower a
netwark without the need far a username and passward. A knowledgeable and malicious remaote user can explait this vulnerahility with resulting
availability, intearity and confidentiality impact.

Supported Products and Components Affected

= Oracle WeblLogic Server 100 released through MP1

= Oracle Weblogic Server 9.0, 9.1, 9.2 releazed through MP3
= Oracle VWeblogic Server 8.1 releazed through SPE

= Oracle VWeblogic Server 7.0 released through SPT

= Oracle VWeblogic Server 6.1 releazed through SPT

Patch Availability
Patches far this wulnerahbility can he found at the following:

hitpsfisupportbea comfapplication contentiroduct portlets/securityadwisoriesf2793 html

Qracle strangly recammends that yvou backup and camprehensively test the stahility afyour systerm upan application of any pateh arwarkaraund prior
to deleting any ofthe ariginal file(s) that are replaced by a patch orwarkaraund.

Risk Matrix
Package | Remote CVSS VERSION 2.0 RISK {see Bisk Matrix Definitions) Last Affected
VulnZ | Component |Protocol ELLLLTy Exploit Patch set (per
- Privilege | without |Base |Access | Access |, L hcation Confidentiality [Integri ilabili Supported
_ grity [Availability
Required | Auth.? |Sctore | Vector |Complexity Release)
CWE- WieblLogic :\q?:'g “;T '99'02
2008- | Server Plugin HTTP Apache Yes 100 | Metwork Loy Mone Complete Complete | Complete &1 :SPlBIT-'lIZII
3257 for Apache Slé‘? B 1ISF;‘T-'
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@' V’:"-T-’ “.E_ Already have Skype? - Help Search

Download Use Skype Business Shop

Hormne Zet Connected Features kdobile Prices Share A

SKYPE-SB/2008-002: Skypefind Cross Zone Scripting
Vulnerability

Bulletin title:; skypefind Cross Zone Scripting Vulnerability

Bulletin 1D SkYPE-SB/2008-002

Bulletin status: FIrAL

Date of announcement: 2008-01-31 11:00:00 +0000

FProducts affected: Skype for Windows

Yulnerability type: Cross Zone Scripting

CWE references:

Fisk assessment: rAEDILINA

CW55 base score; T8 (AN NAAC T MAAL MUIT CALCAA T

Cross-references: bt i Skyp e comdfint'endsecurity’skype-sh-20053-001-update 1. html

bt ey raffon . netr2008/011 TiSkypeCrosszone Scriptings/ulnerability. 250
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Microsoft Security Bulletin: Critical Windows Yulnerability

ADYISORY OVERVIEW
October 23, 2008 - Qualys@ Yulnerability R&D Lab has released a new vulnerability check in

Clualy=sGuard® to protect organizations against a new valnerability present in Microsoft @ Q UA I_Y Su

Windows (WM=08-067) that was announced today out of the narmal announcement schedule.
Customers can immediately audit their netwarks for this and other vulnerabilities by
accessing their QualysGuard subscription.

VULMERABILITY DETAILS

Microsoft has released a security patch to fix a newly discovered flaw in Microsoft Windows
=enver. This flaw has received considerable attention in the public because of the availability
of exploit code in the wild and the potential of its wide spread automated use, prompting
Microsoft to publish a patch out of its normal scheduled release period.

Microsoft Windows Server Service Could Allow Remote Code Execution

SEVERITY: Urgent NN 5
QUALYS ID: 90464

VENDOR REFERENCE: ME03-067

CVE REFERENCE: CVE-2008-4250
CVSS SCORES: Base 10/ Temporal 7.4

THREAT: The Serer service is wulnerable to a remote code execution izsue, due to the service
improperly handling specially cratted RPC requests. Any anonvmous userwhao can deliver a
specially crafted message to the affected system could exploit this valneratility.

IMPACT: An attacker who successfully exploits this vulnerahility could take complete contral of the
affected system. This vulnerahility has the potential to be used in a self propagating worm.

SOLUTION: Refer to Microsoft Security Bulletin M308-067 to address this issue.

Micrasoft has rated this issue as Critical on all impacted Operating systems, with the exception of
18 Windows Yista and Windows Server 2008, where it has a rating of Impartant.
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But walt...

 Payment Card Industry Data Security Standard (PCI/DSS)

— All firms processing credit cards need to comply with PCI, in part, by
running vulnerability scans

— CVSS is used as measure of IT compliance (no score over 4.0)

 NIST Security Content Automation Protocols (S-CAP)

— a suite of initiatives that standardize the content and format of IT security
information

— allows automated vulnerability management, measurement, and compliance
checking

— OMB memo M-08-22 requires all federal agencies to use S-CAP tools

— reflects the monopsony power of a government consumer
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Security Content Automation Protocol (SCAP)

CVE

Common Vulnerability

Standard nomenclature and
dictionary of security related

Scoring System

of vulnerabilities

Enumeration
software flaws
A a o Standard nomenclature and
( ( Common Configuration A
= CCE Enumeration dictionary of software
misconfigurations
CPE Common Platform Standard nomenclature and
Enumeration dictionary for product naming
gﬁtneﬁ“ﬂ?;‘;gnhec'dis“ Standard XML for specifying
XCCDF Descﬁption Format checklists and for reporting results
of checklist evaluation
Open Vulnerability and
OVAL Assessment Language | Standard XML for test procedures
Common Vulnerabilit Standard for measuring the impact
C\/SS CVSS y o
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Courtesy of Peter Mell, NIST
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Final Thoughts

CVSS offers: transparency (unbiased scoring), prioritization of
response, one measure of risk

Yes, this is an imperfect measure. But as a metric, does it
matter?

Base score has emerged as most useful component. i.e. CVSS
seems to mostly be used to measure severity, not risk

NVD has become authoritative source for CVSS scores

Adoption by PCI and NIST means we now need to be very
cautious when making any changes

That being said, temporal and environmental metrics need work




Carnegie Mellon

22

Related Links

CVSS: www. first.org/cvss

PCI: www.pcisecuritystandards.org

NIST S-CAP: nvd.nist.gov/scap.cfm

NIST NVD: nist.gov/nvd

NIST IR: csrc.nist.gov/publications/nistir/ir7435/NISTIR-7435.pdf

OMB S-CAP directive:
www.whitehouse.gov/omb/memoranda/fy2008/m08-22.pdf
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